OneZero Solutions is a problem-solving, results-oriented 8(a), Small Disadvantaged (SDB) and Service-
Disabled Veteran Owned Small Business (SDVOSB) headquartered in Herndon VA. We focus on delivering
Cybersecurity Operations, Full-Stack Development and Data Analytics, Enterprise IT and Network Solutions,
and Cybersecurity Risk Management services for federal, state and local government organizations as well
as private sector clients. Our extensive experience, strategic focus and proactive integrated management
approach are critical to delivering innovative safety and security solutions for our clients. Our platform-
agnostic, sustainable approach creates positive and consistent mission outcomes for today and tomorrow.

. Contract Vehicles
* GSASTARS Il =47QTCB22D006 * GSA MAS PSS — GS-10F-229BA
* GSA Schedule MAS —47QTCA20D003X e SIN-541611
* HACS SIN —54151HACS * FAA eFAST — 693KA922-A-00002
* |T Professional Services —54151S * Seaport NxGen—N0017821D9254
Subcontractor
* DIA Enterprise Solutions IT Architects (ESITA) * DHS ESOC IDIQ e VETS 2
* Agile Cyber Technology 2 (ACT2) * TANG * OASIS
Capabilities

Cybersecurity Operations Enterprise IT Management
* Security Operations Center Support * Systems Engineering & Consulting
* Incident Response & Cyber Hunt Operations * Network Engineering & Management
* Vulnerability and Operational Security e Cloud Computing

Assessments e Infrastructure Migration
* Malware Analysis e Program Management & Modernization
e Penetration Testing Software Development (DevOps)
e Security Architecture Development & » Agile/Team Collaboration

Sustainment e Full Stack Development
Cybersecurity Risk Management * Feature Integration
* NIST RMF Implementation * Integrated Training
* Information Assurance & Continuous * DEVSECOPS

Monitoring Data Analytics
* FISMA Compliance Management e Data Compilation & Triage
* Regulatory Compliance Assessments * Process Automation
e CISO as a Service e Trend Analysis
e Cyber Investment Analysis * Threat Sensor & Scanning
e Cybersecurity Program Development e Data Lake Maintenance
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Prime Past Performance

National Guard Bureau (NGB) Manpower Management Support Services (MMAS)

* Program management, organizational development, analysis, strategy development and policy
guidance for NGB Joint Staff to ensure NG positions are resourced and appropriately manned.

National Guard Bureau Human Resources Management Support Services (HRMSS)

* Statistical and financial data analytics in support of significant, high-risk Army National Guard human
resources division decisions related to annual budget and manpower requirements.

Army PEO Soldier PM Soldier Maneuver Precision Targeting (SMPT) application modernization

* Technical program management, IT support, and data management services to support the SMPT
division’s current Digital Dashboard system along with new and emerging requirements.

Subcontract Past Performance

DIA Enterprise Solutions IT Architects (ESITA) Information Assurance

* Assessment & Authorization, External Inspections Support, Compliance & Reporting, ISSE, SCA,
JCAP, Cyber Threat Intel, and DevSecOps for applications and networks hosted in the Intelligence
Community Commercial Cloud Services (C2S).

DHS Enterprise Security Operations Center (ESOC)

* Enterprise Computer Network Defense and Cybersecurity Operations Center services to DHS
enterprise and agencies; specifically, CBP and FEMA.

USCG TISCOM Network Product Line

* End-to-end engineering lifecycle support of mission critical communication network projects and
systems enterprise wide; design, develop, implement and post deployment sustainment support.

MARFORCYBER Marine Corps Cyberspace Warfare Group (MCCYWG) Training Support

* Develop Network Threat Intelligence Analyst curriculum, training material and Cyber Weapon Tool;
Coordinate and manage all individual, element, and team training for the Service Cyber Component.

FAA ETASS Information System Security Engineering (ISSE)

* Assessment & Authorization, Cybersecurity Risk Management, cloud architecture and security
expertise, and NIST Risk Management Framework consulting to FAA AJM-23 (Program Acquisition).

Department of State (DOS) National Visa Center and Kentucky Consular Center

* |T support, program management, and Tier 2 and 3 support for over 1200 technical users and
application and database development for site specialized and unique applications.

DOS Global IT Modernization (GITM)

* Application Operation & Maintenance, Development, Modernization and Enhancement (DME) support
to deliver and configure overseas posts (Embassy, Consulates, etc.) with critical IT equipment.

DOS Consular Systems Modernization (CSM)

* Technology engineering & solution consulting to modernize the operational environment under a
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